









Policy XX-XXXX
Cyber Security Policy
References

Federal Information Security Management Act 2002 (FISMA) as amended

NIST Guidance under FISMA
800-53 Security Controls and Standards
800-171 Control of Unclassified Information  
Safety Act 2002

Federal IT Acquisition Reform Act (FITARA)
Computer Fraud and Abuse Act

Electronic Stored Communications Act
DOD Instruction 5230.24
DFAR 204.7300 Unclassified Controls, Technical Information 
DFAR Clause 252.204-7012 Safeguarding of Unclassified Controlled Technical Information 
Federal Agency Contract Award Document

XXXX has a Cyber Security Policy in accordance with the references identified above.

XXXX has a Cyber Reaction Plan. A Cyber-attack response shall be provided to the government within 72 hours after XXXX has become aware of a Cyber breach.

XXXX shall conduct Cyber Security Training yearly for W-2 employees, 1099 employees and subcontractors.

XXXX shall change passwords on the computer system, every 30 days.

The passwords shall be at least 13 characters.

XXXX shall back-up computer system files daily using www.XXXX
XXXX shall back-up computer system files daily on a remote hard drive (i.e., XXXX)
XXXX shall use encrypted emails with the government as requested using www.Protonmail.ch
Signed 
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